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ODbjectives

At the conclusion of the session you will have gotten
an overview of:

» The components of a Public Key Infrastructure
» The technology behind cryptographic keys for:

“*Encryption

< Digital Signatures e~

**Digital Certificates ' "y" y
> Key Management l‘[.“
> Practical Applications of N

s Digital Certificates
«*Digital'Signatures
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Target Audience

Primary:

Chief Information Officers
Heads of Technology
Security Officers

Network Administrators
Application Developers

©2004, SecureLynX Ltd. All rights reserved -

D000 0O



Agenda

Introduction

Internet Security Issues
Cryptography

Encryption — An Overview

Digital Signatures

Digital Certificates

Key Management

Public Key Infrastructure
Applications of Digital Certificates
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Introduction

Cryptography, the art or science of making and
breaking ciphess has long been the purview: of
the military/government--no longer.

It provides

 Encryption and Decryption U Integrity
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Internet Security Issues

In simple terms the issues that affect today’s use
of computing technology can be grouped as
follows:

d Eavesdropping
ﬁz‘) O Tampering
@ 3 Impersonation

SJelelelilgle)
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Solutions to Security
Requirements

K/,
B
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Encryption — An Overview

[

EI+O/<+Z=‘@

Plaintext Key Algorithm Ciphertext
Provides:
> Confidentiality {7
\:\\l
» Authentication -
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Symmetric Cryptography
I

The same key is used for both encryption and
decryption.

Encryption Decryption

B: -0 @+c+5-8
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Symmetric Cryptography

Features:
A Very fast encryption of bulk data

4 Provides confidentiality
J Can be hard to break

SSUES.

U Key Distribution
- Scalability,
B Cimited Secunty
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Asymmetric Cryptography
I

Uses a pair of keys, one public and one private.

Encryption Decryption
850 0 -8
Prlvate Key Public Key

» The private key is known only to the owner.
(e.g., securely stored in a file or a smartcard)

» The public key can be known or made available to

everyone.
(€.9., a telephone numberin a directory)
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Asymmetric Cryptography
| |

Features:

Ll Key Distribution and' Scalability
[ Can provide:
» Confidentiality > Authentication

> Integrity » Access Control

Fs
X

W

ISSuUes:
H Mueh Slower: than SYmmEernc systems
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The Result — A Hybrid Approach
“Public Key Cryptography”

------

Uses both methods of cryptography

1 Encrypt the data using symmetric cryptography.
» Very fast encryption and decryption

d Encrypt the symmetric key using asymmetric
cryptography
» Large key size provides excellent security
» Encrypt symmetric key for multiple users

simultaneously
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The Encryption Operation

» p Client software generates a

one-time symmetric session key

Symmetric key is used to
encrypt the file

The public key of each recipient is used

to encrypt a copy of the'symmetric key and B
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The Decryption Operation

NN = %_, Th ient's private k

Lo il e e recipient’s private key

f‘& slezd= \@“” & p is used to decrypt the
symmetric key

The symmetric key is then
used to decrypt the file

An output file is generated containing the now decrypted
data in its original unprotected form
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Hash Functions

When a (mathematical) function is applied to a message, the
resulting text is referred to as a hash value or message

digest.

Features:

O It uniquely identifies a specific message

O The hashing function is publicly known
 The function is run in only one direction

O It provides integrity, but not confidentiality nor

authentication
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,-H Digital Signatures

N
V A Digital Signature is an encrypted

‘ hash value.

Features:

4 Integrity — that the data has not been changed since it
was signed

O Authentication — use of the sender’s private key

L

Confidentiality — the message can be encrypted

1 Nonrepudiation — the sender cannot deny sending the

message
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Digital Signatures

The process:

A one-way hash function is run against the message and then
encrypted using the private key of the sender.

A hash value Is created

Hash function Message

The sender’s private key is used to
encrypt the hash value and produce
the digital signature

Private key Hash value
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Applying Digital Signatures

The output file will consist of (3 parts)

G O B G-

; . . Encrypted
Digital Sen_der S Original orig);rﬁ)al
Signature public key message message
Part 1 Part 2 Part 3
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Verifying Digital Signatures

Step 1:
Perform hash on the

original message

Step 2:
Decrypt the sent hash

value (digital
signature)

Step 3:
Compare hash values

A and B
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Key Management - Issues

Cryptography is based on a Trust Model.

We trust:

4 Individuals to protect their own keys
1 Administrators in maintaining the keys

 The server that holds, maintains and distributes the keys

Keys can be:
» Captured » Modified

» Corrupted » Disclosed to unauthorized individuals
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Key Management - Rules

Key Management is the most challenging part of cryptography

[ Distribution
Jd Random
1 Key Length

7
1 Secure Backups /“m@

] Certificate Revocation List
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Digital Certificates

An electronic credential that is used to identify an entity
and to associate that entity with a public/private key pair.

Request for digital certificate
{containing data such as name, e-mail address,
company name and public key)

Certificate
authority

Digital certificate

*Version

sSerial number
*Signature algorithm
sIssuer name

*"Not valid before" date
«"MNot valid after” date
*Subject name
*Subject's public key
*Algorithm

*Extensions

*Signature P
WYWeb site

presented as —o— or other
transaction
_ )

uthenticator

Certificate
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Digital Certificates

Features:

d Itis (digitally) signed by a trusted 3 party or Certificate
Authority (CA) verifying the identity of the key owner

O The CA is an organization that creates, issues, maintains
and revokes (if necessary), public key certificates

O A Registration Authority (RA) performs the certification
registration duties on behalf of the CA

d The RA cannot issue certificates
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Types of Certificates

Server SSL certificates: Used to identify servers to clients

Client SSL certificates: Used to identify clients to servers

S/MIME certificates: Used for signed and encrypted email
and attachments.

Obiject-Signing certificates: Used to identify the signer of
software for distribution over the internet.

CA certificates: Used to identify Certificate Authorities.
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Public Key Infrastructure (PKI)

Putting it all together

This consists of:

d Programs

 Data formats

d Procedures

d Communication protocols
 Security Policies

 Public Key Cryptography mechanisms
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Steps In a PKI

A PKIl is made up of the following entities and functions:

o

Certificate Authority

Registration Authority

Certificate Repository & . /.
Certificate Revocation System -’\ &
Key Backup and Recovery System ¥ l R
Automatic Key Update

Management of Key Histories
Cross-certification with other CAs

Ny Iy Ny Iy Iy Iy My

Time stamping
Client-side Software

L
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PKI Do’s & Don'ts

Do:
d Perform a Risk Analysis

0 Know what the problem is

» What is your specific security problem and how you expect PKI to
solve it

O Remember that PKI is 10% technology and 90% policies and

procedures ﬁ"
A Get high level (CIO,CEO) support <
» Business needs must drive the security agenda
0 Expect to do major infrastructure re-engineering
O Have a budget for the project
O Know that the technology is not the primary issue
O Take significant time to research, plan and design a strategy
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PKI Do’s & Don'ts

Don’ts:

1 Expect PKI to solve all (or even most) of your security
problems

O Get into PKI religious wars (Entrust vs. Verisign,
Baltimore vs. Xcert) before performing a complete
architecture and technology assessment

O Expect to be successful unless you know why you are
deploying this PKI

1 Expect to get things working without hiring extra staff

1 Believe often exaggerated or useless marketing
material

4 Pick a PKI vendor until you know your needs
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Who Is at Risk?

(] Customer/User

 Credit Card Companies @
4

d Banks, Insurance Co.’s

] Stock Markets

1 E-Businesses
1 Online Payment Facilities

1 Any Network-based Access to Data
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Practical Applications of
Digital Certificates

1 Secure Web Access

d Signed and Encrypted Email =
d Single Sign-On

d Form Signing

 Object Signing Q/\
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Secure Web Access

Such as Internet Banking/Ins., Money Remittance, Online Stock
Trading, Internet Payment/Shopping, E-Bidding, E-Government

Product Shipmeg % Product Shipment ol =
= 0 < > IR A o S
= > t AN “®  Shipping
: - ' ¥ company
@ = Encryption )
‘ & Digital Signaturd Non-Electronic Data ri% Internet
5 User Authenticatiolp EDI
v Products/Event l

‘%’ D‘ Informatlon
\\‘/»//
<_I:L'l'_'IZP_>
Lo Order/

‘”"Iu £

Payment J

A= Informatlon

Shoing

Reservation ment
( “ \ Certificate Malls Gateway
r‘ ‘ equest/ |SSU€ Financial
&~ VAR F
Registration  Certification <‘¢@>ﬁ ==
Authority Authority s B
Credit Card S
o C i
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Signed and Encrypted Email

Some email programs support digitally signed and encrypted
email and attachments using a protocol known as Secure
Multipurpose Internet Mail Extension (S/MIME).

Benefits:
\ d Authentication — confirms the identity of the sender of the
Tl email
‘R }\? A Integrity — Alerts the recipient to any changes to the
“‘ message
1 Confidentiality — Since the message was encrypted
[ Nonrepudiation — Since message was signed with the

sender’s private key, s/he cannot deny sending it
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Single Sign-On

Such as Multiple Database Servers, Web Portals, Trade Point
Initiatives.

Issues:
O Multiple passwords are a headache to remember =yl =
Keeping track (for both Users and System Administrators)
Choosing poor passwords

Writing down passwords and storing in obvious places

iy Ny

Single Sign-On solution:
O Users logon once using a single password or certificate

d Get authenticated access to all network resources that the user is
authorized to use

d  Both client SSE'and S/MIME certificates can. play asignifi
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Form Signing

Some types of e-commerce transactions often involve filling in
forms on a web page rather than sending an email.

There must be “hard evidence” that someone has authorized
the transaction.

/.
The process: ?)./

0 When the user clicks the submit button on a web-based form, a dialog
box appears that displays the exact text to be signed

O A certificate is selected from among the client SSL and S/MIME
certificates that are installed in the browser

O When the user clicks OK, the text is signed, and both the text and the
digital signature“are submitted to.the‘server.
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Object Signing

Most Web browsers and email products support a set of tools
and technologies called Object Signing.

Object Signing uses standard techniques to let users get
reliable information about the code they download in much the
same way they get reliable information about shrink-wrapped
software.

Obiject signing certificates are used to identify the signer of Java
code, plug-ins, applets, JavaScript scripts or other signed files.
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Conclusions and
Recommendations

Proceed slowly- Take a significant amount of time for research, planning and
designing a strategy for a digital certificate implementation

Develop a corporate policy for electronic signatures

Communicate the policy to all employees and business partners

Spell out to the limitations on interpretations of digital signatures for legally
binding purposes to employees and business partners

Incorporate electronic signature agreement provisions into business contracts

Require notice before the use of any electronic signatures is binding on the
company

Treat electronic signature authorization similar to traditional signature
delegation
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Thank You

0&A
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Managing Director
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